
	
	

H A G E R T Y  C O N S U L T I N G  

H E L P I N G  C L I E N T S  P R E P A R E  F O R  A N D  R E C O V E R  F R O M  D I S A S T E R S  

	

 

 

 

 

 

 

	 

 

 

 

 

 

 

 

 

 

 

  

(CHOOSE 2-3)		

	

)	

CYBER	NEXUS	APPROACH	(CNA)	TO	
CYBER	PROGRAM	MANAGEMENT	

© 2017 Hagerty Consulting, Inc. 

Who is responsible for 
implementing CNA? 
The Cyber Disruption Team (CDT) is a 
coordinating body that implements the 
principles outlined in the CNA framework. 
Illustrated by the points of intersection on 
the double helix, the CDT is responsible for 
designing and managing a cyber security 
program by facilitating operational 
coordination pre-, during, and post-incident.  

The CDT should include, at minimum, 
representation from both emergency 
management and information technology 
stakeholders, but may expand to include 
public safety and elected officials, technical 
specialists, and other key decision-makers 
from the public and private sectors. 

The CDT directly supports the 
establishment of a common operating 
picture by convening at critical junctures to 
facilitate cross-functional communication 
and coordination.  

The next page outlines activities for cyber 
program management, including function-
specific tasks for information technology 
and emergency management partners, as 
well as collaborative actions that should be 
coordinated by the CDT. 
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A Programmatic Approach to Cybersecurity 

Across the globe, cyber incidents are growing in frequency, severity, and scale. Attacks that 
originate in cyberspace are causing real-world, physical impacts to critical infrastructure. 

The Cyber Nexus Approach (CNA) is a comprehensive framework for building a cyber 
security program. Leveraging existing practices and research, CNA unites emergency 
management and information technology stakeholders to prepare for, respond to, and 
recover from cyber incidents resulting in the occurrence of cascading physical impacts. 

To effectively manage complex cyber incidents, information technology and emergency 
management teams must coordinate while also maintaining the integrity of their respective 
areas of expertise. For example, in a critical infrastructure compromise that causes real-
world impacts, the information technology team would be managing containment and 
eradication of the malware, while the emergency management team would manage the 
real-world consequences as a result of the virtual attack. 

The double helix structure of Hagerty’s Cyber Nexus Approach represents recurring 
crossings of the emergency management and information technology teams as they 
collaborate throughout the cybersecurity program management process (from 
preparedness activities, through incident response, and post-incident activities). This 
structure enables the CDT to leverage their collective knowledge in operations, working 
relationships, and experience. 



	
	

	

 

Pre-Incident  
To effectively prevent, respond to, and recover from cyber disruptions, emergency management and 
information technology partners must collaboratively establish plans for managing complex cyber incidents and 
test those plans.  

 INFORMATION TECHNOLOGY TEAM 
System monitoring and hardening 
Patch management 
Penetration testing 
Hardware / software maintenance 

EMERGENCY MANAGEMENT TEAM 
Cyber risk management 
Cyber incident / disruption response planning 
Training and exercise 

 WHY DOES IT MATTER? 
Establishes relationships pre-event and 
tests viability of planning. Establishes 
common understanding and terminology.  
 

Recommendations for CDT Coordination Actions 

WHAT YOU CAN DO 
1. Hold quarterly CDT meetings 
2. Develop and maintain cyber incident response plans 
3. Conduct information technology/emergency management 

trainings and exercises 
 

Response 
A coordinated response ensures that all teams are performing their functional missions while minimizing or 
eliminating unnecessary duplication of efforts. 
INFORMATION TECHNOLOGY TEAM 

Digital forensics 
Malware analysis and quarantine 
Breach management 
Information technology disaster recovery restoration 

EMERGENCY MANAGEMENT TEAM 
Consequence management (response to physical 
cascading impacts) 
Operational coordination across relevant disciplines 

 WHY DOES IT MATTER? 
Coordinating across information technology 
and emergency management  ensures 
response is streamlined and effective. 

	

WHAT YOU CAN DO 
1. Establish regular briefing schedule across disciplines 
2. Communicate and prioritize response actions 
3. De-conflict any response issues across disciplines 
 

Recommendations for CDT Coordination Actions 

 

Recommendations for CDT Coordination Actions 

Post-Incident 
Collaborating on recovery and mitigation and managing long-term impacts of complex cyber incidents supports 
a jurisdiction’s ability to recover quickly and increase resilience. 
INFORMATION TECHNOLOGY TEAM 

Restoring information technology services (systems, 
data, connectivity) 
Update controls and processes 

 

EMERGENCY MANAGEMENT TEAM 
Recovery of physical assets 
After-action reporting 
 

WHY DOES IT MATTER? 
Coordinated actions ensure the 
restoration of virtual and physical systems 
is aligned and lessons learned from the 
incident are improved upon. 

	

WHAT YOU CAN DO 
1. Establish regular meeting schedule for virtual and physical 

asset recovery coordination 
2. Conduct after-action reporting that captures areas for 

improvement in both virtual and physical arenas 
3. Develop a roadmap for long-term recovery actions, 

including any mitigation or grant management options 

What Does Implementation of CNA Look Like? 


