
Cyber Nexus Approach

Hagerty Cybersecurity
Across the globe, cyber incidents are growing in frequency, severity, and scale. Are you prepared?

The Cyber Nexus Approach (CNA) is Hagerty Consulting, Inc.’s (Hagerty)
comprehensive framework for building a cybersecurity program. Leveraging
existing practices and research, CNA unites emergency management and
information technology stakeholders to prepare for, respond to, and recover
from cyber incidents.

To effectively manage complex cyber incidents, information technology and
emergency management teams must work together while also maintaining the
integrity of their respective areas of expertise. Hagerty’s Cyber Nexus
Approach focuses on collaboration and coordination throughout the
cybersecurity program management process.

INFRASTRUCTURE INVESTMENT 
AND JOBS ACT

The Infrastructure Investment and 
Jobs Act (IIJA) aims to rebuild the 

United States’ critical infrastructure 
and increase its resiliency. As 
cyberattacks on infrastructure 

increase in frequency and impact, 
cybersecurity plays a key role in the 

resiliency of the nation’s critical 
infrastructure. Hagerty can assist 
you with securing, managing, and 

deploying IIJA’s funding for 
cybersecurity, including: 

State and Local Cybersecurity 
Grant Program 
($1 billion)

Critical Infrastructure Security 

and Resilience Research 
Program 
($69 million)

Rural and Municipal Utility 

Advanced Cybersecurity Grant 
and Technical Assistance 
Program 

($250 million)

Cyber Response and 
Recovery Fund 
($100 million)

Cyber Threat, By the Numbers

$10.5 TRILLION
Annual expected Cybercrime 
costs in 2025.

$300.6 MILLION
Identities exposed in data 
breaches in 2020.

$312,493
Average ransomware demand 
in 2020.

$791,790
Complaints of suspected 
internet crimes in 2020.



Example Projects

Statewide Cyber Disruption Plan: 
Hagerty  supported a state’s IT department in the 

development and implementation of a statewide cyber 

disruption plan, a similar plan to the requirement under the 

new State and Local Cybersecurity Grant Program. Hagerty 

also provided recommendations for the implementation, 

socialization, and maintenance of the cyber disruption plan. 

The project contributed to broader efforts to increase the 

state’s cyber response capabilities.

Cyber Incident Response Exercise Program: 

Hagerty facilitated a series of iterative exercises for a state IT 

department. Each exercise was designed to test the state's 

cybersecurity response capabilities and identify areas for 

improvement to inform the final phase of the project: updating 

and enhancing the state's cyber disruption plan. Hagerty 

updated the state's plan to reflect those findings and provided 

a separate, long-term improvement plan to ensure the future 

growth and development of the state's cybersecurity program.

Cybersecurity Annex:

Hagerty developed a cybersecurity annex for a state-level 

emergency management department. This project involved 

the engagement of a broad group of stakeholders with a role 

in cybersecurity operations. This planning project contributed 

to emergency preparedness in the state by addressing 

operations related to cyber incident preparedness, response, 

and recovery.

HAGERTY CAN HELP

Partnership and Integration: 
Hagerty can assist with the 

integration between emergency 
management and cybersecurity.

Federal Funds Management: 

Hagerty supports over $50 billion in 
Federal funds and can help you 

secure, manage, and deploy 
cybersecurity grants and funding. 

Planning: 

Hagerty’s plans are operationally 
focused, informed by stakeholder 

engagement, feature tools and 
templates, and are Federally-
compliant.

Training: 
Hagerty develops a wide range of 

training courses, including web-
based trainings, 
seminars/workshops, and state-wide 

training programs. 

Exercises: 

Hagerty designs and facilitates 
exercises that range from small 
discussion-based exercises to full-

scale exercises. 

Programmatic Assessments: 

Hagerty’s assessments identify gaps 
and lessons learned, as well as 
memorialize best practices. 

Continuity of Operations (COOP): 
Hagerty develops continuity-specific 

planning, training, and exercise 
programs. 

Cyber-Kinetic Event 

Preparedness: 
Hagerty creates plans, training, and 

exercises that address the 
cascading impacts of cyberattacks 
on physical infrastructure. 

To learn more about the innovative and customized solutions Hagerty can provide 

to your organization, contact:
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